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Background: 
 
The senior most UNDP representative at the country level, typically the Resident Representative 
(RR), is accountable to the Secretary-General through the Administrator and the Regional Bureau 
Director, for all matters related to the security of UNDP personnel, eligible family members, 
premises, assets and programmes at the duty station.  
 
In countries that do not have a dedicated UNDP security practitioner (Field Security 
Specialist/FSS, National Securtiy Officer/NSO or Country Office Security Associate/COSA), the RR 
will appoint a UNDP Agency Country Security Focal Point (ACSFP) to assist them with the 
operational security issues and implementation of security measures. Whilst these security tasks 
may be delegated, accountability remains with the RR. 
 
Appointment:  
 
The person identified by the RR must hold a UNDP Staff Contract and be at the appropriate level of 
seniority and experience to perform the security related responsibilities, as listed below, on behalf 
of the RR.  The ACSFP role is assigned to a UNDP staff member, in addition to his/her primary post, 
duties and responsibilities. 
 
A letter assigning the role of ACSFP will be signed by the RR and must be shared with and 
endorsed by the UNDP Security Office (SO). 
 
Reporting and Oversight:  
 
For security activities related to the ACSFP function only, the nominated staff member will report 
to the senior most UNDP Representative, who maintains accountability, though they may report to 
the second most senior UNDP representative, particularly for day to day activities, if the RR has 
delegated these security related responsibilities. For policy, technical security advice and 
functional matters, the ACSFP should seek guidance from the Director of the UNDP SO through the 
UNDP Regional Security Advisor. However, line managers are strongly encouraged to consult with 
the Security Office and RR to record and acknowledge these additional duties in a staff member’s 
annual performance review. 
 
The SO will provide training, policy and technical support to the UNDP ACSFP regarding the safety 
and security of UNDP personnel, eligible dependents, property and operations.  
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Responsibilities: 
 
Broadly, the ACSFP is responsible for the mainstreaming of security into all UNDP activities, 
operations and programmes at the country level. The security activities developed by the UNDP 
ACOSFP in consultation with the SO and in accordance with the specific country security 
arrangements may include: 
 
1. Processes and practices.  
 

- Manages the day-to-day security related matters of UNDP and assists in monitoring the 
implementation of security policies and procedures; 

- Assists in all matters pertaining to the safety and security of personnel premises and assets; 
- Conducts close liaison with the SO through the RSA/SRSS for any support, assistance, policy 

or other advice and guideance needed; 
- Consults closely with UNDSS/UNDP security, providing and sharing security and safety 

information as appropriate with UNDP personnel within the duty station; 
- Creates and maintains an up-to-date list of wardens and ensures that the warden system / 

call tree is operational; 
- Ensures security aspects relating to UNDP are sufficiently considered within the Country-

specific security plan (CSP); 
- Provides information on residential security to national and international personnel; 
- Ensures specific security risks associated with UNDPs programmes and projects are 

incorporated within the Country Level Security Risk Management (SRM) Process; 
- Assists the RR in implementing SRM/MOSS measures and Residential Security Measures 

(RSM) for UNDP; 
- Completes the UNDP Security Compliance Survey on behalf of the RR; 
- Reports all security-related incidents involving UNDP personnel and their eligible family 

members to the UNDSS Security Advisor, UNDP RR and the UNDP SO; 
- Serves as a member of the Security Cell and acts as an observer within the SMT; 
- Ensure appropriate modalities are established to ensure compliance with Security 

Clearance (TRIP) prior to missions or official travels; 
- Ensure that the security considerations are included in the UNDP Business Continuity plan 

(BCP) of the CO. 
 
2. Funding of Country Level Security Requirements. 

- Request and monitor MSM (SECURA) funding in consultation with the RR; 
- Ensure funds released are tracked and measures implemented based on the requests made; 
- Ensure mainstreaming of security in projects and programmes. Monitors that all projects / 

programmes contribute resources to implementation of security measures; 
- Ensures the draft Local Cost Share Security Budget is shared with the RSA for their input 

and comments prior to approval in the SMT. 
 
3. Documentation. 

- Maintain an updated archive of the approved FSSS / “ad hoc” SRA for UNDP premises in 
country; 

- Maintain the Country Security documents (SRM / RSM/ Country Security plan / SOPs); 
- Share SRM / RSM / CSP policy documents in advance with UNDP SO for technical inputs 
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prior to the formal UNDP approval in the SMT; 
- In consultation with UNDP SO / UNDSS maintain the building evacuation / emergency plan 

in place; 
- Ensure all UNDP personnel have access to the UNDSS country security briefing and it is 

provided to all UNDP personnel;  
- Ensure all UNDP personnel are aware of the relocation / evacuation plans.  

 
4. Training. 

- Monitor compliance of UNDP personnel in undertaking mandatory Security training (BSITF 
II / ASITF / SSAFE –if applicable-) and provide reports on non-compliance to the UNDP RR 
and SO Management; 

- Raise awareness of the SMT online training and monitor the compliance of UNDP 
representatives at SMT and ASMTs with this mandatory training; 

- Determine, in consultation with the RR, any specific security training that may be required 
for UNDP personnel (First Aid, Fire fighting, WSAT etc.); 

 
5. Equipment and vehicles. 

- Ensure that an Emergency Communications System (ECS) is in place for UNDP personnel 
and operational; 

- Ensure First aid kits are available in vehicles and offices, are in date and fully stocked; 
- Ensure that the Emergency Power supply is operational, as well as Emergency rations and 

stock medical items are available and in date; 
- Confirm an adequate number of Personal Protective Equipment (PPE) is available for all 

personnel (if applicable); 
- Ensure that vehicles contain necessary equipment as per local laws and country SRM 

measures, and are maintained in a good condition.  
 

6. Contingency / Emergency planning. 
- Ensure that medical facilities and emergency response services contact details, including a 

register of UN approved doctors, are readily available and updated. 
- Be familiar with and know the MEDEVAC / CASEVAC procedures in place. 

 
7. Premises security 

- Confirm physical security measures for UNDP premises are in place according to SRM and 
as per UNDSS / UNDP SO directions, including access control and fire safety (fire 
extinguishers available, in date / serviced and in place and other fire detection / prevention 
measures); 

- Conduct close liaison with UNDSS in country to ensure that the Security Guard Force meet 
required standards: SOPs, training, Operational capability. 

- Be part of the Common Premises Security Coordination Team, if organized, as per 
“Guidelines on Security Management of United Nations Common Premises”. 

 
 

Qualifications 

Experience: • UNDP staff member. 
• Desirable the person appointed is familiar with security. 

 


